Abstract. A Boolean function f satises PC(l) of order k if f(x) 8 f(x 8 ) is balanced for any such that 1 W () l even if any k input bits are kept constant, where W () denotes the Hamming weight of . This paper shows the rst design method of such functions which provides deg(f) 3. More than that, we show how to design \balanced" such functions. High nonlinearity and large degree are also obtained. Further, we present balanced SAC(k) functions which achieve the maximum degree. Finally, we extend our technique to vector output Boolean functions.
Introduction
The security of block ciphers is often studied by viewing their S-boxes (or F functions) as a set of Boolean functions. SAC [15] and PC(l) [11] N(f) must be large to avoid the linear attack [7] .
{ Preneel et al. showed a balanced SAC(n 0 2) function for n =odd [11] . Lloyd [5] showed a condition such that SAC(n 0 3) functions are balanced.
Balanced SAC functions with high nonlinearity were constructed by [14] . Recently, other balanced SAC functions were given by [16] .
However, Such a matrix Q is obtained by the product of two generator matrices of error correcting codes. Further, it is shown that balanced f can be obtained by choosing g appropriately in (1) . We can also obtain large degree and high nonlinearity such that { deg(f) = s=2 and N(f) 2 t+s01 0 2 t+s=201 for s =even. { deg(f) = (s 0 1)=2 and N(f) 2 t+s01 0 2 t+(s01)=2 for s =odd.
The above N(f) is almost the maximum if t is small. (The deg(f) and N(f) for SAC(k) are obtained by substituting t = k + 1 and s = n 0 k 0 1.) Next, SAC(k) functions with the maximum deg(f) are obtained for k n=2 0 1. This shows that an upper bound on deg(f) of SAC(k) functions given by Preneel et al. [11] is tight. Further, balanced SAC(k) functions with the same maximum degree are presented for n 0 k 0 1 = odd. This means that the bound of [11] is tight even for balanced SAC(k) functions if k n=201 and n0k 01 = odd. It will be a further work to nd a tight upper bound on deg(f) of balanced SAC(k) functions for n 0 k 0 1 = even.
Finally, we extend our technique to vector output Boolean functions. Vector output PC(2) of order 2 r01 0 1 functions and vector output SAC(k) functions are obtained which also possess high nonlinearity and large degree. Proposition 6. [8, 13] N(f) 2 n01 0 2 n=201 : Proposition 7. [8, 13] The equality of Proposition 6 is satised if and only if f is a bent function.
2.3 SAC and SAC(k) f satises SAC if complementing any single input bit changes the output bit with probability a half. Denition 8. [1, 15] (1) f(x 1 ; . . . ; x n ) satises SAC (the strict avalanche criterion) if f(x) 8f(x8) is balanced for any 2 f0; 1g n such that W () = 1.
(2) f(x) satises SAC(k) if any function obtained from f(x) by keeping any k input bits constant satises SAC. We say that f is an SAC(k) function if f(x) satises SAC(k).
Proposition 9. [1] There exist no SAC(n 0 1) functions. Proposition 10. [11] (1) If f(x 1 ; . . . ; x n ) satises SAC(n 0 2), then deg(f)=2. Proposition 11. [11] Suppose that deg(f) = 2 and n > 2. Then, f satises SAC(k) if and only if every variable x i occurs in at least k + 1 second order terms of the algebraic normal form, where 0 k n 0 2.
2.4 PC(l) and PC(l) of Order k f satises PC(l) if complementing any l or less input bits changes the output bit with probability a half. Denition 12. [11] (1) f(x 1 ; . . . ; x n ) satises PC(l) if f(x)8f(x8) is balanced for any 2 f0; 1g n such that 1 W () l. (2) f(x) satises PC(l) of order k if any function obtained from f(x) by keeping any k input bits constant satises PC(l). We say that f is a PC(l) of order k function if f(x) satises PC(l) of order k.
It is well known that f satises PC(n) if and only if f is a bent function [11] . Bent functions, however, do not necessarily satisfy PC(l) of order k.
PC(n) functions, therefore bent functions, exist only for n =even from (2).
Preneel et al. [12] showed the following functions which have deg(f) = 2. (1) From (1) and (3) of Proposition 14.
(2) From line 4 of p.171 of [11] and (1) (5) From condition (2) of this theorem, W (q v+i 8 q v+j ) k + 1. On the other hand, u k. Therefore, the right hand side of (5) Corollary 23. For r 2, there exists (1) a PC(2 r01 0 1) of order 3 function such that n = 2 r+1 and (2) a PC(3) of order 2 r01 0 1 function such that n = 2 r+1 . 4 Balance, Large Degree and High Nonlinearity
We can obtain \balanced" PC(l) of order k functions by choosing g appropriately in Theorem 16. Large degree and high nonlinearity can also be obtained.
Balanced PC(l) of Order k
Denition 24. We say that g is balanced for a matrix Q if fx j g(x) = 0; xQ = 0g = fx j g(x) = 1; xQ = 0g : (6) Theorem 25. In (4), f is balanced if g is balanced for Q. 
We show that this g is balanced for Q, where Q is given by (11) . We can show that g is balanced for Q, where Q is given by (11).
u t
It will be a further work to nd a tight upper bound on deg(f) of balanced SAC(k) functions for n 0 k 0 1 = even.
Remark.
(1) For balanced SAC(n 0 2) functions, see Proposition 15.
(2) Lloyd [5] showed a condition such that SAC(n 0 3) functions are balanced.
(3) Balanced SAC functions with high nonlinearity were constructed by [14] . Recently, other balanced SAC functions were given by [16] . 
In this construction, In other words, there is a tradeo between the construction of [3] and Theorem 42 and Theorem 43 of this paper.
